Network Engineer

0 to 2 Years Experience
March 5™, 2026
Time: 9.00 AM

Job Description:

We are looking for a highly motivated Network & Infrastructure Security Engineer to join our Security Operations team. The ideal
candidate should have foundational knowledge in network security, endpoint protection, SIEM monitoring, and vulnerability
management.

You will assist in securing enterprise network infrastructure, monitoring security alerts, managing endpoint protection tools,
supporting mail security configurations, and performing vulnerability assessments, with opportunities to grow in cybersecurity
operations.

Key Responsibilities:

e Assist in configuring and monitoring network security devices (firewalls, IPS/IDS).

¢  Support endpoint security solutions (EDR/Antivirus deployment and monitoring).

e Monitor and analyze security alerts in SIEM platforms.

e Assist in mail security configuration (anti-spam, anti-phishing, email filtering policies).
e Perform vulnerability scanning of endpoints and track remediation.

e Support patch management activities for endpoints and servers.

e Investigate security incidents and escalate as required.

e Maintain security documentation, SOPs, and incident reports.

e Assist in implementing basic access control and security hardening policies.

e Work closely with network, cloud, and SOC teams for security improvements.

Required Skills:

¢ Basic understanding of network security concepts (Firewall, IDS/IPS, VPN).

¢ Knowledge of endpoint security tools (EDR, Antivirus, DLP basics).

e Familiarity with SIEM concepts (log collection, correlation, alert analysis).

¢ Understanding of email security threats (phishing, spoofing, malware).

e Knowledge of vulnerability scanning concepts (CVSS, patching, remediation tracking).
e Basic understanding of Windows/Linux security hardening.

¢ Strong analytical and problem-solving skills.

¢ Good communication and documentation skills.

e Willingness to learn cybersecurity tools and technologies.



Eligibility Criteria:

e Graduates from 2022 to 2025 with a minimum of 60% in UG and PG (if applicable).
e 65% in SSLC & HSC (HSC Mandatory)

e No gaps of any kind

e Require Quick Joiners

¢ Three rotational shifts with two days off per week.

Qualification: B.Tech/BE - Any Specialization.

Experience: 0 to 2 years

Venue:

Syncfusion Software Pvt., Ltd.
AJ-217, Eymard Complex,

4™ Avenue, Shanthi Colony,
Anna Nagar, Chennai - 600040.

Interested and Eligible candidates can come for walk-in on March 5%, 2026 at 9.00 AM.

For any clarifications please contact: recruitment.chn@syncfusion.com

Note: Those who attended the interview already are not eligible for this walk-in.
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